
1AITA\SWBU\CWNA\08

Access Point and Bridge 
Basic Configuration

7-1



2AITA\SWBU\CWNA\08

Objectives

Upon completion of this module, you will be able to 
perform the following tasks: 

• Explain the difference between a root and non-root mode 
access point.

• Assign an IP Address to an access point using the IPSU.

• Configure various parameters on an access point.
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Root Mode

• Every network system has some type of hierarchy- In Cisco’s RF 
system this is the function of the ROOT parameter.

• It acts like the RF traffic cop by:

• Controlling association to and from other devices

• Controlling roaming and handoffs
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Access Point - Root Mode

• Root (Access point)

• Accepts association and communicates 
with ONLY clients and repeaters

• Will NOT communicate with other Root 
devices

• Any number of Root access points per RF 
system

• Non-Root (Repeater)

• Associates and communicates to a 
Root=ON or another Root=OFF that is 
associated 
to a Root=ON

• Accepts association and communicates 
with ONLY clients and repeaters, as long 
as it is registered to a Root=ON

Access Points
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Access Point LEDs
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Front Cover LED’s

• Status Lights

• Ethernet

• Status

• Radio Activity

Ethernet Activity

Status

Radio Activity
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1200 Series Access Point Ports

Console Port

Ethernet Port with or w/o power

Link Traffic

DC Power
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• Console port
• Requires roll-over cable

• Telnet 
• Requires an IP address

•Web Browser
• Requires an IP address
• Preferred connection

To set an IP address:

• Use DHCP

• Use IPSU

• Set using Console port

Connecting to the Access Point

Console 
Port

Console 
Port

TelnetTelnet Web 
Browser

Web 
Browser
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IPSU
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Express Setup Menu
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Express Setup Menu
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Main Menu (Home)
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Setup of Network Ports
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Main Setup
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Ethernet Identification
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Access Point Radio: 
Internal Identification



17AITA\SWBU\CWNA\08

Access Point Radio: 
Module Identification
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Ethernet Hardware
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Ethernet Hardware (cont.)
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Ethernet Hardware (cont.)
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Ethernet Hardware (cont.)



22AITA\SWBU\CWNA\08

Access Point Radio: 
Internal Hardware
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Access Point Radio: 
Internal Hardware (cont.)
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Access Point Radio: 
Internal Hardware (cont.)
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Access Point Radio: 
Module Hardware
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Access Point Radio: 
Module Hardware (cont.)
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Access Point Radio: 
Module Hardware (cont.)
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Ethernet Advanced
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Ethernet Advanced (cont.)
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Ethernet Advanced (cont.)
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Access Point Radio: 
Internal Advanced
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Access Point Radio: 
Internal Advanced (cont.)
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Access Point Radio: 
Internal Advanced (cont.)
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Access Point Radio: 
Internal Advanced (cont.)
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Access Point Radio: 
Internal Advanced (cont.)
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Access Point Radio: 
Internal Advanced (cont.)

Lower Portion of Screen
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Access Point Radio: 
Internal Advanced (cont.)

Lower Portion of Screen
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Access Point Radio: 
Module Advanced
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Access Point Radio: 
Module Advanced (cont.)
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Access Point Radio: 
Module Advanced (cont.)
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Access Point Radio: 
Module Advanced (cont.)
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Access Point Radio: 
Module Advanced (cont.)
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Access Point Radio: 
Module Advanced (cont.)

Lower Portion of Screen
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Access Point Radio: 
Module Advanced (cont.)

Lower Portion of Screen
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Statistics
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Statistics - Ethernet Port
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Statistics – Access Point Radio: 
Internal Port
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Statistics – Access Point Radio: 
Module Port
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Setup of Association 
Parameters and Features
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Association Table
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Station Information
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Link Test
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Link Test (cont.)



54AITA\SWBU\CWNA\08

Firmware Upgrade 
and Distribution
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Firmware Distribution
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Firmware Distribution (cont.)
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Update Firmware (Through Browser) 
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Hot Standby Management
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Cisco Discovery Protocol
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System Management
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Manage System Configuration
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SNMP Setup
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SNMP
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Filtering
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Available Filters

ARPARP DEC XNSDEC XNS EAPOL (old)EAPOL (old)

RARPRARP DEC MOPDEC MOP EAPOL (new)EAPOL (new)

IPIP DEC LATDEC LAT Telxon TXPTelxon TXP
Berkeley Trailer 

Negotiation
Berkeley Trailer 

Negotiation Ethertalk ARPEthertalk ARP Aironet DDPAironet DDP

LAN TestLAN Test IXP 802.2IXP 802.2 Enet Config TestEnet Config Test

X.25 Level 3X.25 Level 3 IXP 802.3IXP 802.3 NetBUINetBUI

BanyanBanyan Novell IXP (old)Novell IXP (old)

CDPCDP Novell IXP (new)Novell IXP (new)

Layer 2 Filtering
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Available Filters (cont.)

dummydummy XNS-IDPXNS-IDP

Internet Control Message ProtocolInternet Control Message Protocol ISO-TP4ISO-TP4

ISO-CNLPISO-CNLP

Transmission Control ProtocolTransmission Control Protocol Bantan VINESBantan VINES

Exterior Gateway ProtocolExterior Gateway Protocol

Encapsulation HeaderEncapsulation Header
PUPPUP

Spectralink Voice ProtocolSpectralink Voice Protocol

CHAOSCHAOS

rawraw

User Datagram ProtocolUser Datagram Protocol

Layer 3 Filtering

Internet Group Management ProtocolInternet Group Management Protocol
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Available Filters (cont.)

TCP port service 
multiplexer

TCP port service 
multiplexer

echoecho

discard (9)discard (9)

Systat (11)Systat (11)

daytime (13)daytime (13)

netstat (15)netstat (15)

Quote of the DayQuote of the Day

Message Send 
Protocol

Message Send 
Protocol

Ttytst sourceTtytst source

FTP DataFTP Data
Domain Name ServerDomain Name Server

whoiswhois

MTPMTP

BOOTP ServerBOOTP Server

BOOTP ClientBOOTP Client

FTPFTP

gophergopher

rjerje

fingerfinger

Hypertext Transport 
Protocol

Hypertext Transport 
Protocol

TelnetTelnet

Simplet Mail Transport 
Protocol

Simplet Mail Transport 
Protocol

timetime

Resource Location 
Protocol

Resource Location 
Protocol

IEN 116 Name ServerIEN 116 Name Server

FTP Control (21)FTP Control (21)

Secure Shell (22)Secure Shell (22)

Layer 4 Filtering
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Available Filters (cont.)

ttylinkttylink

Kerberos v5Kerberos v5

supdupsupdup

hostnamehostname

TSAPTSAP

CSO Name ServerCSO Name Server

Remote TelnetRemote Telnet

Postoffice v2Postoffice v2

Postoffice v3Postoffice v3

FTP DataFTP Data NETBOIS Datagram 
Service

NETBOIS Datagram 
Service

NETBIOS Name 
Service

NETBIOS Name 
Service

NETBOIS Session 
Service

NETBOIS Session 
Service

Interim Mail Access 
Protocol v2

Interim Mail Access 
Protocol v2

Simple Network 
Management Protocol

Simple Network 
Management Protocol

SNMP TrapsSNMP Traps

ISO CMIP 
Management Over IP

ISO CMIP 
Management Over IP

ISO CMIP Agent Over 
IP

ISO CMIP Agent Over 
IP

X Display Manager 
Control Protocol

X Display Manager 
Control Protocol

NeXTStep Window 
Server

NeXTStep Window 
Server

sftpsftp

Uucp-pathUucp-path

Network News 
Transfer Protocol

Network News 
Transfer Protocol

USENET News 
Transfer Protocol
USENET News 

Transfer Protocol

Network Time 
Protocol

Network Time 
Protocol

Sun RPCSun RPC

Tap ident
authentication

Tap ident
authentication

Layer 4 Filtering, cont.



69AITA\SWBU\CWNA\08

Available Filters (cont.)

Border Gateway 
Protocol

Border Gateway 
Protocol

ProsperoProspero

Internet Relay ChapInternet Relay Chap

SNMP Unix 
Multiplexer
SNMP Unix 
Multiplexer

AppleTalk RoutingAppleTalk Routing

AppleTalk name 
binding

AppleTalk name 
binding

AppleTalk echoAppleTalk echo

AppleTalk Zone 
Information

AppleTalk Zone 
Information

NISO Z39.50 databaseNISO Z39.50 database

IXPIXP newdatenewdate

timeservertimeserver

couriercourier

conferenceconference

netnewsnetnews

netwallnetwall

UUCP DaemonUUCP Daemon

Kerberos rloginKerberos rlogin

Kerberos rshKerberos rsh

Rfs_serverRfs_server

syslogsyslog

Unix spoolerUnix spooler

talktalk

ntalkntalk

routeroute

Interactive Mail 
Access Protocol v3

Interactive Mail 
Access Protocol v3

Unix ListservUnix Listserv

Layer 4 Filtering, cont.
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Available Filters (cont.)

Kerberos kadminKerberos kadmin

network dictionarynetwork dictionary

Prospero non-
priveleged

Prospero non-
priveleged

ingreslockingreslock

Swat for SAMBASwat for SAMBA

SUP serverSUP server

SUP debuggingSUP debugging Concurrent Versions 
System

Concurrent Versions 
System

Radio Free EthernetRadio Free Ethernet

RADIUSRADIUS

Cisco IAPPCisco IAPP

Layer 4 Filtering, cont.
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MAC Address Filters
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Applied MAC Address Filter
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Ethertype Protocol Filters
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Adding Ethertype Protocol Filters
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Adding Ethertype Protocol Filters (cont.)
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Adding Ethertype Protocol Filters (cont.)
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Adding Ethertype Protocol Filters (cont.)
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IP Protocol Filter Sets
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Adding IP Protocol Filters
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Adding IP Protocol Filters (cont.)
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Adding Ethertype Protocol Filters (cont.)
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Adding IP Protocol Filters (cont.)
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IP Port Filter Sets
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Adding IP Port Filters (cont.)
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Adding IP Port Filters (cont.)
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Adding Ethertype Protocol Filters (cont.)
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Adding IP Port Filters (cont.)
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Applying Filters
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VLAN Configuration
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VLAN Setup
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VLAN Setup (cont.)
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VLAN Setup (cont.)
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VLAN Setup (cont.)
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VLAN Setup (cont.)
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VLAN Summary Status
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VLAN Summary Status (cont.)
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Assigning SSIDs to VLANs
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Assigning SSIDs to VLANs (cont.)
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Assigning SSIDs to VLANs (cont.)
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Service Set Summary Status
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QoS Configuration
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DSCP to CoS Conversion
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Quality of Service
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Quality of Service (cont.)
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Cisco Aironet 
Proxy Mobile IP



106AITA\SWBU\CWNA\08

Proxy Mobile IP
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Proxy Mobile IP General-Setup
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Proxy Mobile IP General-Setup (cont.)



109AITA\SWBU\CWNA\08

Proxy Mobile IP Security Association Bindings
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Proxy Mobile IP Security Association Bindings (cont.)
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Proxy Mobile IP Subnet Table
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Proxy Mobile IP Statistics
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Proxy Mobile IP Statistics (cont.)
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Proxy Mobile IP Statistics (cont.)
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Cisco Aironet Access Point IOS Overview
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IOS Overview

• Same Cisco IOS and commands 
as Cisco switches and routers

• Some new commands for 802.11

• Access via console or Telnet as 
applicable
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IOS Overview (cont.)

•802.11 is simply another interface on AP 

• Falls within wired architecture

•Extends wired features to the wireless
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IOS Overview (cont.)

User Access Verification

Username: Cisco
Password:

ap>enable
Password:

ap#configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.

ap(config)#interface dot11Radio 0

ap>

ap#

ap(config-if)#

ap(config)#

User EXEC

Privileged 
EXEC



119AITA\SWBU\CWNA\08

IOS Overview (cont.)

User Access Verification

Username: Cisco
Password:

ap>enable
Password:

ap#configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.

ap(config)#interface dot11Radio 0

ap>

ap#

ap(config-if)#

ap(config)#

Global 
Configuration

Interface 
Configuration
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IOS Command Reference

•Privileged Exec 

• 37- 802.11 commands

•Global Configuration

• 15- 802.11 commands

•Configuration Interface

• 35- 802.11 commands
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1100-AP(config-if)# power local 50
IOS Power Local Example
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1100-AP(config-if)# ssid Ivory-AP25

IOS SSID Example
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Proxy Mobile IP Example
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1100-AP(config-if)# channel 2457

IOS Channel Example
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IOS Channel Example (cont.)
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Summary

Upon completion of this module, you will be able to perform the following 
tasks: 

• Explain the difference between a root and non-root mode access 
point.

• Assign an IP Address to an access point using the IPSU.

• Configure various parameters on an access point.
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Review Questions

• Must the IPSU be used to assign an IP address to an access point?

• Does a blinking status light on the top panel LEDs indicate a problem?

• How many ways can you connect to an access point?

•What does Hot Standby mean?


