Access Point and Bridge
Basic Configuration
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Objectives

Upon completion of this module, you will be able to
perform the following tasks:

* Explain the difference between a root and non-root mode
access point.

* Assign an IP Address to an access point using the IPSU.
* Configure various parameters on an access point.
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Root Mode

* Every network system has some type of hierarchy- In Cisco’s RF
system this is the function of the ROOT parameter.

* |t acts like the RF traffic cop by:
* Controlling association to and from other devices
* Controlling roaming and handoffs
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Access Point - Root Mode

* Root (Access point)

* Accepts association and communicates
with ONLY clients and repeaters

* Will NOT communicate with other Root
devices

* Any number of Root access points per RF
system

* Non-Root (Repeater)

* Associates and communicates to a
Root=0ON or another Root=0OFF that is
associated
to a Root=ON

* Accepts association and communicates
with ONLY clients and repeaters, as long
as it is registered to a Root=ON
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Access Point LEDs

AITA\SWBU\CWNA\08




Front Cover LED’s

* Status Lights
* Ethernet
* Status
* Radio Activity

Ethernet Activity

Status

Radio Activity
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1200 Series Access Point Ports

Ethernet Port with or w/o power

DC Power Console Port

Link Traffic
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Connecting to the Access Point

* Console port

* Requires roll-over cable y——
* Telnet AR
* Requires an IP address
* Web Browser \ \ \
* Requires an IP address
* Preferred connection - ‘
To set an IP address: Bt STOWSET
* Use DHCP \ \ '

* Use IPSU

* Set using Console port

AITA\SWBU\CWNA\08




IPSU

it |PS U
— Function
Device MALID: 0040968E2 204 " Get|P addr
IP Address: 10.4.4.1E % Set Parameters
330 teLnami
Set Parameters I E xit
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Express Setup Menu

wystemn Mame:

WA Address:
system Sertal Mumber:

Default TP Address:
Default IF Subnet hfask:
Default Gateway:

AT Eadio: Internal:
service Set ID (SEI00:
Eole n Radio MNetworlk:

Optinize FEadio Network For:
Ensure Compatibidity WWith:

AT BEadie: Maodule:
service set 1D (35S0
E.ole n Radio Metworle

Optinize Eadio Metwork For:
Ensure Compatibiity “With:

=ecunty Setup
SMME A dmin. Community:

Confisuration Server Protocol:

AF1200-d2b8eh

00:09:e8:d2:68:26
VDFEO&2703T

DHCF  +
10.0.01
2h5.26h.255.0
255265255255

tsunami fmote.

Foot Access Point i
@ Throughput O Range O Custom

O 21dbfzec Clients  [non-Aronet 80211

tsunami more. ..

Foot Access Point w
®Default O Throughput O Range
Cnen-Adronet 802,11

O Custom

[Apply ][ ]9 ] [ Cancel ] [

Festore Defaults
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Main Menu (Home)

Time Sevenity

004737 Info
004737 Info
00:47:35| Info
004735 Info
0047:18| Info
Device
Ethernet

AP Fadio: Internal
AF Eadie: Module

Chents: 1 of 1 Repeaters: 0 of 0 Bridges: 0 of 0 APs:

Current Associations

-

Recent Events

Description
Statton [ ¥ ourLastMName 0040564 16bd4 Eeassociated
Disassociating [ YourLastiame 0040564 16bd4, reason "ot Associated”
statton [ ¥ ourLastName 0040964 16k d4 roamed

Dhisassociating [ YourLastMame]0040%64 16bd4 | reason "sender 15 Leaving
(has left) BSS"

Statton [ Y ourLastMName [O040264 16bd4 Azsociated

Network Ports Diagnostics

Status Mb/s IF Addr. MAC Addr.
No Limk 0.0 10.0.0.1 0009e8d2 656
Up 11.0 10.0.0.1 0009eddZ 68et
Up 54.0 10.0.0.1 000%9e5d2 656
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Main Setup

Express Setup

Associations
Display Defaults Pott A ssionments Advanced
& ddress Filters Protocol Filters VLA aalDs: Int, Mod

EventLog
Display Defaults Event Handling Wotifications
Services

Console/T elnet Boot Berver Fouting Watne metrver
Titne Setver FTP Weh Servet AP
CASCO ARIVICES o ecutity & ccounting

MNetwork Ports Diaonostics
Ethernet [dentification Hatdwrate Filters A dvaniced
AP Radio: Internial | Identification Hatdwate Filters Advanced
AP Radio: Mndu]lz Identification Hardurare Filters Advanced
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Ethernet Identification

Primary Port? ®yes Ono

Adopt Primary Port Identity? ®yes Ono

A C Addr 00:0%9:e8.d2:658:e6

mystern Sertal Mumber: WDEO&ZFQ0ETT

Default IF Address: 10.0.0.1

Default TP Subnet Idasl: #RE 28R 2RE.D

Current [P Address: 10001

Current I[P Subnet haslc 255 255 25510

Mazrmum Packet Data Length: 1504

| Apply || Ik, | | Cancel | | Festore Defaults
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Access Point Radio:

Internal Identification

Primary Port? Owyes ®no

Adopt Primary Port Identity? ®wes Ono

TAC Addr
Eadio Senal Mumber:

Default IF Address:
Drefault TP Subnet hdasl:

Current [P Address:
Current [P Subnet bdask:
Mazarmumn Paclket Data Length:

servce et 1D (S5I00:
LEAP TJzer Mame:
LEAF Paszsword:

Firtnwrare Yersion:

Eoot Block Version:

000164474820
WERD&040198

10.0.0.4
25h 255 2hh.0

10.0.0.1
2552552550
2304

tsunarmi

5.02.03
1.64

motre. ..

|Ap|::uly || IE. | | Cancel | |

Restore Defaults
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Access Point Radio:

Module Identification

Primary Port? Owyes ®no

Adopt Primary Port Identity? @ yes O

I

MAC Addr:
Eadio Senal Mumber:

Diefault IP Address:
Diefault IP Subnet hdasl:

Current TP Address:
Current TP Subnet hlasl:
Mazmum Packet Data Length:

serwce met ID (SSI0:
LEAF Tzer Mame:

LEAF Password:

Firtnware Version:

Eoot Block Version:

Q00775045747
WRIS062505BY

10.0.0.2
250 255 2551

10.0.0.1
255.255.255.0
2304

tsunami

5.02.03
1.5%

Imote. ..

|Apply || CIE. | | Cancel | |

Festore Defaults
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Ethernet Hardware

speed: ALt b
AT ize: ()

Loss of Backbone Connectrvity # of Secs (1-100007%:; 2

Loss of Backbone Connectivity Action: Mo action b
Loss of Backbone Connectiwty 5510 tsunami v

Thiz system suppotrts Ethernet-inline power from powered switches, Some models of such switches
do not fully support Ethernet speed auto-negotiation. Because of this, selection of "Aute” for
Ethernet speed will not take effect until the next Cold Boot of this system.

|Apply || CIE, | | Cancel | | Festare Defaults
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Ethernet Hardware (cont.)

speed: Auto W
AT Size 0]

Loss of Backbone Connectrvity # of Secs (1-100007%:; 2

Loss of Backbone Connectivity Action: Mo action b
Loss of Backbone Connectiwty 5510 tsunami v

Thiz system suppotrts Ethernet-inline power from powered switches, Some models of such switches
do not fully support Ethernet speed auto-negotiation. Because of this, selection of "Aute” for
Ethernet speed will not take effect until the next Cold Boot of this system.

|Apply || CIE, | | Cancel | | Festare Defaults
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Ethernet Hardware (cont.)

speed: ALt b
CAT Size: (]

Loss of Backbone Connectivity # of Secs (1-100007; 2

Loss of Backbone Connectivity Action: Mo action b
Loss of Backbone Connectiwty 5510 tsunami v

Thiz system suppotrts Ethernet-inline power from powered switches, Some models of such switches
do not fully support Ethernet speed auto-negotiation. Because of this, selection of "Aute” for
Ethernet speed will not take effect until the next Cold Boot of this system.

|Apply || CIE, | | Cancel | | Festare Defaults
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Ethernet Hardware (cont.)

speed: ALt b
CAT Size: (]

Loss of Backbone Connectrvity # of Secs (1-100007%:; 2

Loss of Backbone Connectivity Action: Mo action v
Loss of Backbone Connectiwty 5510 tsunami v

Thiz system suppotrts Ethernet-inline power from powered switches, Some models of such switches
do not fully support Ethernet speed auto-negotiation. Because of this, selection of "Aute” for
Ethernet speed will not take effect until the next Cold Boot of this system.

|Apply || CIE, | | Cancel | | Festare Defaults
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Access Point Radio:
Internal Hardware

Service Set ID (SSI00:  [tsunami more. ..
Allow "Broadcast" 331D to Associate? Owes ®no
Enable "World Mode" multh-domam operation?; | no %

Data Eates (Ddk/sec):
1.0 |basic | 20 bhasic % 55 bhasic | 11.0/hasic v

Transmit Power: By W

Frag Threshold (256-23328): 2334 ETS Threshaold (0-2329%: 23349
Iflax ETS Eetries (1-2530: 32 Mlam Data Eetnies (1-253) |32
Beacon Penod {12-5000 Eusec): 100 Data Beacon Fate (DTIND: |2
Default Eadic Channel: B [2437 bHZ] | InTTze: &

Zearch for less-congested Eadie Channel?: no | FEestrict Searched Channels
Eeceive Antenna: | Diversity ~ Transmit Antenna; | Diversity +

VLA are #of enabled, set Eadio Data Encryption through the link below IEVLAT s are
enabled, Eadio Data Encryption iz zet independently for each enabled WVLAN through WVLAN

Setup.

Eadio Data Encryption OWEE)

[Apply ][ )4 ] [Canc:el ] [ Restare Defaulis
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Access Point Radio:
Internal Hardware (cont.)

Service Set ID (SSI00:  [tsunami
Allow "Broadcast" 331D to Associate? Owes ®no

Enable "World Mode" multh-domam operation?; | no %

nore. ..

Data Eates (Ddk/sec):

1.0 |basic | 20 bhasic % 55 bhasic | 11.0/hasic v

Zearch for less-congested Eadie Channel?: no W

Eecewe Antenna | Diversity ¥

Setup.

Eadio Data Encryption OWEE)

ETs Threshold (0-233%):

Ilam Data Eetries (1-2557:
Data Beacon Fate (DTTH):

Transmit Power: Bt v

Frag Threshold (256-2325H): 2334

Iflax ETS Eetries (1-2530: 32

Beacon Penod {12-5000 Eusec): 100

Default Eadic Channel: B [2437 bHZ] | InTTze: &

Festrict Searched Channels

Transmit Antenna: | Diversity %

2334
3z

VLA are #of enabled, set Eadio Data Encryption through the link below IEVLAT s are
enabled, Eadio Data Encryption iz zet independently for each enabled WVLAN through WVLAN

[Apply ][ )4 ] [Canc:el ] [

Festore Defaults

)
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Access Point Radio:
Internal Hardware (cont.)

Service Set ID (331D |tsunami more. ..
Allow "Broadcast" 351D to Associate?. Oyes ®no
Enable "World Mode" mult-domain operation?: | no %

Data Eates (Idbisec):

1.0 basic »| 20|hasic | 55 basic *| 11.0 basic *

Transmit Fower: By v

Frag Threshold (256-2338): 2338 ETS Threshold (0-2339): 2334
Max ETS Eetries (1-2237: 32 Max Data Eetries (1-223%: |32
Beacon Penod {12-5000 Eusec): 100 Diata Beacon Eate (DTIN: |2
Diefault Eadio Channel: B [2437 bHz] % | T TTze: &

mearch for less-congested Eadio Channel?: nao | FEestrict Se_arched Channels
Eecetve Antenna: | Diversity v Transmit Antenna: | Diversity v

FVLANs are #eof enabled, set Eadio Data Encryption through the link below If VLA : are
enabled, Eadie Data Encryption 1z set independently for each enabled VLA through VLAY

Setup.

Eadio Data Encryption (WEE)

[Apply ][ OF, ] [ Cancel ] [ Festore Defaults
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Access Point Radio:
Module Hardware

Service Set ID (33100 |tsunami more. .

Allow "Broadcast" 331D to Associate?. ®yes Ono
Enable "World Mode" mult-domain operaton?; no

Data Rates (Idbfzec):
6.0 |basic | S0|yes ¥| 120|basic ¥| 18.0|ves ¥
240 | basic ¥| 360 |ves | 4B0|(yes ¥ 540 yes ¥

Transmit Power: 25 mi v

Frag Threshold {(256-2338): 2338 ETSE Threshold (0-23329): 2334
Ivfax ETS Eetries (1-255): 32 Iflaz Data Eetnies (1-255% |32
Beacon Pentod (13-5000 Eusec): 100 Data Beacon Eate (DTIRD: |2
Defanlt Eadic Channel: 36 [5180 MHz] * | In TTze: S0

search for less-congested Eadio Chatnel?: no % |  Eestrict Searched Channels
Eeceive Antenna; [ Diversity v Transmit Antenna: | Diversity v

VLA S are #of enabled, set Eadio Data Encryption through the link below. VLA s are
enabled, Fadic Data Encryption is set independently for each enabled VLAD through VLAN

Setup.

Eadio Data Encryption CWEE)

[Apply ][ ].4 ] [ Cancel ] [ Festore Defaults
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Access Point Radio:
Module Hardware (cont.)

Service Set ID (3510 |tsunami

IMore. ..

Allow "Broadeast" 331D to Associate?. ®wes Ono
Enable "World Mode" multi-domain operation?: no

Data Eates ({Ivb/sec):

6.0 hasic | 90 ves ¥ 120 hasic ¥ 180 wves ¥
24.0 basic v 360 wves v 480 |ves ¥| 54.0|ves ¥

Default Eadio Channel:
Search for less-congested Eadio Channel?:

Eeceive Antenna | Diversity »

Setup.

Eadio Data Encryption CWEE)

Transmmit Power: 25 miy v

Frag Threshold (226-2338): 2444 ETZE Thresheld (0-233%9: 2339
Idaz ETS Eetries {1-255): 3z Idax Data Eetnes (1-255%: |32
BEeacon Penod (19-5000 Eusec): 100 Data Beacon Eate (DTIR: |2

3k [5180 MHz] % | Tn TTze: S0
no % | Eestnict Searched Channels

Transtit Antenna: | Diversity v

TWVLAWs are #of enabled, set Eadio Data Encryption through the ink below. IFVLAN: are
enabled, Eadio Data Encryption 15 set mdependently for each enabled VLA through VLAN

[Apply ][ Ik ] [Cancel ] [ Festore Defaults
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Access Point Radio:
Module Hardware (cont.)

servce set ID (S=ID0:  [tsunami Mmore. ..
Allow "Broadcast" 331D to Associate?. ®wes Ono
Enable "World Mode" multi-domain operation?; no

Data Eates (Mdb/zec):
6.0 | basic ¥ 90 |yes | 120 basic ¥ 180 |ves ¥

24.0 | basic ¥ 360 |yes v 4830 |yes ¥| 540 |yes ¥

Transmit Power: 20 iy v

Frag Threshold (256-2338): 2338 ET3 Threshold (0-2339): 2339
I ETS Eetries (1-2550: 32 Iaz Data Eetries {1-255) |32
Eeacon Pertod (19-5000 Eusec): 100 Diata Beacon Eate (DTTRD: |2
Default Fadic Channel: 36 [R180 MHz] % | In Tze: S0

search for less-congested Eadio Channel?: no % | FRestrict Searched Channels
Eeceve Antenna; | Diversity v Transtmit Antenna; | Diversity v

EVLAMN: are not enabled, set Badio Data Encryption through the hink below. IEFVLAN: are
enabled, Badio Data Encryption 15 set independently for each enabled VLA through VLAN

=etup.

Eadio Data Encryption (W EE)

[Apply ][ Ok ] [ Cancel ] [ Festare Defaults
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Ethernet Advanced

Default Unicast Address Fiter:

Optitnize Ethernet for:

Alwavs unblock Ethernet when STF 12 dizabled:

Eequested Status: Up  »
Current Status: T

Packet Forwarding Enahled
Forwarding State: Forwarding
Default Multicast Address Filter: Allowed v
Mazmum Multicast Packetsfsecond: I

Allowed v
O ¥es ®a

Ferformance w

|Apply || CIE, | | Cancel | | Festore Defaults
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Ethernet Advanced (cont.)

Eequested Status: Up  »
Current Status: T

Packet Forwarding Enahled
Forwarding State: Forwarding
Default Multicast Address Filter: Allowed v
Mlazmum Multicast Packetsfsecond: I

Diefault Unicast Address Fiter:

Allowed o

Optitnize Ethernet for:

Alwavs unblock Ethernet when STF 12 dizabled:

O ¥es ®Io

Ferformance w

|Apply || CIE, | | Cancel | | Festore Defaults
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Ethernet Advanced (cont.)

Eequested Status: Up  »
Current Status: T

Packet Forwarding Enahled
Forwarding State: Forwarding
Detault Iulticast Address Filter: Allowed b
Il aznum Multcast PacketsfSecond: I

Detault Unicast Address Filter: Allowed hd

Optitnize Ethernet for:

Alwavs unblock Ethernet when STF 12 dizabled:

O ¥es ®Io

Ferformance w

|Apply || CIE, | | Cancel | |

Festore Defaults
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Access Point Radio:
Internal Advanced

Eequested Status: Up  »

Current Status: Tp

Packet Forwarding: Enahled
Forwarding State: Forwarding

Detault Multicast Address bilter: Allowed v
Mazamum Multicast Packets/Second: a

Eadic Cell Eole; Access PoinfRoot
molD for use by Infrastructure Stations (such as Eepeaters): |0

Dhisallow Infrastructure Stations on any atker S5I0: Cyes ®no

Tse Aronet Extensions: @yes Ono

Classify Workgroup Bridges as Network Infrastnicture: @ yes Ono

Eequire use of Eadio Frmware 5 02 05 ®yes Ono

Ethernet Encapsulation Transtorm: RFCI042

iJuality of Serwice Setup

FWVLANs are #of enabled, set the following three parameters on thiz page. If VLANz are enabled, the following three
parameters are set mdependently for each enabled VLAN through VLAN Setup.
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Access Point Radio:
Internal Advanced (cont.)

Eequested Status: Up  »

Current Status: Tp

Packet Forwarding: Enahled
Forwarding State: Forwarding

Detault Multicast Address Filter: Allowed v
Iz Multicast Packets/Second: a

Eadic Cell Eole; Access PoinfRoot
molD for use by Infrastructure Stations (such as Eepeaters): |0

Dhisallow Infrastructure Stations on any atker S5I0: Cyes ®no

Tse Aronet Extensions: @yes Ono

Classify Workgroup Bridges as Network Infrastnicture: @ yes Ono

Eequire use of Eadio Frmware 5 02 05 ®yes Ono

Ethernet Encapsulation Transtorm: RFCI042

iJuality of Serwice Setup

FWVLANs are #of enabled, set the following three parameters on thiz page. If VLANz are enabled, the following three
parameters are set mdependently for each enabled VLAN through VLAN Setup.
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Access Point Radio:
Internal Advanced (cont.)

Eequested Status: Up  »

Current Status: Tp

Packet Forwarding: Enahled
Forwardmng State: Forwarding

Detault Multicast &ddress Filter: Allowed v
Mazamum Multicast Packets/Second: a

Eadio Cell Eole; Access PoinfRoot
molD for use by Infrastructure Stations (such as Eepeaters): |0

Dhisallow Infrastructure Stations on any athker S5I0: Cyes ®no

Tse Aronet Extensions: ®vyes Ono

Classify Workgroup Bridges as Network Infrastnicture: @ yes Ono

Eequire use of Eadio Frmware 5 02 05 ®yes Ono

Ethernet Encapsulation Transtorm: RFCI042

iJuality of Serwice Setup

FWVLANs are #of enabled, set the following three parameters on thiz page. If VLANz are enabled, the following three
parameters are set mdependently for each enabled VLAN through VLAN Setup.
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Access Point Radio:
Internal Advanced (cont.)

Eequested Status: Up  »

Current Status: Tp

Packet Forwarding: Enahled
Forwardmng State: Forwarding

Detault Multicast &ddress Filter: Allowed v
Mazamum Multicast Packets/Second: a

Eadic Cell Eole; Access PoinfRoot
molD for use by Infrastructure Stations (such as Eepeaters): |0

Dhisallow Infrastructure Stations on any atker S5I0: Cyes ®no

Tse Aronet Extensions: ®vyes Ono

Classify Workgroup Bridges as Network Infrastnicture: @ yes Ono
Eequire use of Radio Firmware 5.02.03: ®yes Ono

Ethernet Encapsulation Transtorm: RFCI042

Onalty of Service Setup

FWVLANs are #of enabled, set the following three parameters on thiz page. If VLANz are enabled, the following three
parameters are set mdependently for each enabled VLAN through VLAN Setup.
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Access Point Radio:
Internal Advanced (cont.)

Eequested Status:

Current Status:

Packet Forwarding:

Forwardmng State:

Detault Multicast Address Filter:

Measwmum Multicast Fackets/Second:

Eadic Cell Eole;

Dhisallow Infrastructure Stations on any atker S5I0:
Tse Aronet Extensions:
Classify Workgroup Bridges as Network Infrastnicture:

Eequire use of Radio Firmware 5 0203

Up  »
Up

Enabled
Forwarding

Allowed w
0

Access PoinfRoot

molD for use by Infrastructure Stations (such as Eepeaters): |0

Oyes ®no
@ vyes Ono
@yes Ono
®yes Orno

W

Ethernet Encapsulation Transtorm:

Onalty of Service Setup

RFC1042 |+

[ WVLANs are #of enabled, set the following three parameters on thiz page. If VLANz are enabled, the following three
parameters are set mdependently for each enabled VLAN through VLAN Setup.
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Access Point Radio:
Internal Advanced (cont.)

Lower Portion of Screen

Enhanced MIC venfication for WEE: MNone v
Temporal Key Integrity Protocol: Mone ¥
Broadcast WEFP EKey rotation mterval (sec): 0 (O=cff)

To configure 802,11 Authentication, EAP, TTicast Address Filters, and the IMasamum Mumber of Assoctations fof this radio's
Prmary 5510 (the default 55100, please use the ink below.

Advanced Primary =10 Setup more.

Freferred Access Point 1: 00:00:00:00:00:00
Preferred Acceszz Point 2 00:00:00:00:00:00
Preferred Access Pomnt 3 00:00:00:00:00:00
Preferred Access Pomnt 4 00:00:00:00:00:00
Eadio hodulation: Standard +
Eadic Preamble: Shart +
[Apply ” Ok ] [ Cancel ] [ Festore Defaults
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Access Point Radio:
Internal Advanced (cont.)

Lower Portion of Screen

Enhanced MIC venfication for WEE: MNone v
Temporal Key Integrity Protocol: Mone ¥
Broadcast WEFP EKey rotation mterval (sec): 0 (O=cff)

To configure 802,11 Authentication, EAP, TTcast Address Filters, and the IMasamum Mumber of Assoctations for this radio's
Prmary 5510 (the default 55100, please use the ink below.

Advanced Primary =10 Setup more.

Preferred Access Point 1 00:00:00:00:00:00
Preferred Access Point 2 00:00:00:00:00:00
Preferred Access Pomnt = 00:00:00:00:00:00
Preferred Access Pomnt 4: 00:00:00:00:00:00
Eadio Iodulation: Standard »
Eadio Preamble: Short »

[Apply ” Ok ] [Cann:el ] [ Festore Defaults ]
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Access Point Radio:
Module Advanced

ecquested Status:
Current Status:
aclket Forwarding:
g State:

Lp v
Up

Enahled =
Bloclaing

Default Multicast Address Filter:
Ilasarmam MMulticast PacleetsiSecond:

Fadio Cell Eole:

Disallow Infrastructure Stations on any ofker 53510
Tse Awonet Extensions:

Classify Wotkgroup Bridges as Network Infrastructure:
Eequire use of Eadio Firmware 502 035

Ethernet Encapsulation Transtorm:

Cualty of Service Setup

VLAN Setup.

soll for use by Infrastructure Stations (such as Eepeaters):

Allowed w
1]

Access Point/Root
0

COyes @no
®vyes Ono
®vyes Ono
®ves Ono
RFCI042

VLA s are »of enabled, set the following three parameters on this page. I VLADN: are
enabled, the following three parameters are set mdependently for each enabled VLA through

b
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Access Point Radio:
Module Advanced (cont.)

Eequested Status:
Current Status:
Paclet Forwarding:

|F orwarding State:

LI v
Up

Enahled
Blocking

Detanlt Multicast Address Filter:
L aszrmam Iulticast Pacleets/Second:

Allowed w
1]

Fadic Cell Eole:

Dizallow Infrastructure Stations on any offer S5I0:
Tse Aironet Extensions:

Classify Worlcgroup Bridges as MNetworke Infrastructure:
Eequire use of Eadio Firmware 5 02 0%:

Ethernet Encapsulation Transform:

Cuality of Service Setup

VLEAR Setup.

molD for use by Infrastructure Stations (such as Eepeaters):

Access Point/Root

1]

Owe: @no
®yes Ono
®yes Ono
®yes Ono
RFCI042 »

I VLAD: are #of enabled, set the following three parameters on this page. If VLA : are
enabled, the following three parameters are set independently for each enabled VLA through
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Access Point Radio:
Module Advanced (cont.)

Eequested Stats:

Current Status:

Facket Forwarding:

Forwarding State:

Drefault Multicast Address Filter:

Ml znrmum Multicast PacleetsfZecond:

Up w
Up

Enabled
Blocking

Allowed b
n

Fadio Cell Eole:

Dizallow Infrastructure Stations on any ofher 53510
Tz Atronet Extensions:

sell for use by Infrastructure Stations (such as Eepeaters):

Access Point!Boot
0

Ovyes ®no
®ves Ono

W

Classify Wotlcgroup Bridges as MNetwork Infrastructure:
Eequire uze of Eadio Firmware 5. 02.05;
Ethernet Encapsulation Transform:

Chuality of Zervice Setup

VLA Setup.

®ves Ono
®vyes Ono
RFC1042 »

I VLADs are #of enabled, set the following three parameters on this page. VLA are
enabled, the follownng three parameters are set mdependently for each enabled VLAT through
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Access Point Radio:
Module Advanced (cont.)

Eequested Status:

Current Status:

Packet Forwarding:

Forwarding State:

Default IMulticast Addreszs Filter:

Il Multicast FPacleets/Second:

Eadio Cell Eole:

Lp
Up

W

Enakled
EBlocking

Allowed

0

Access Point/Foot

Cuality of Zervice Setup

WVLAT Setup.

moll for use by Infrastructure Stations (such as Eepeaters): 0

Duzallow Infrastructure Stations on any ofher 5510 Ovyes ®no

TTse Adronet Estensions: ®iyes Ono

Clazsify Wotkgroup Bridges as Network Infrastructure: ®wes Ono
ecuire use of Radio Firmware 5.02.03: ®yes Ono

Ethernet Encapsulation Transformm: RFC1042

WV LAN: are #of enabled, set the following three parameters on this page. IfF VLA are
enabled, the followang three parameters are set mdependently for each enabled WLAT through
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Access Point Radio:
Module Advanced (cont.)

Eeoquested Status: Up
Current Status: T

FPacket Forwarding: Enakled
Forwarding State: Blocking
Defanlt Multicast Address Filter: Allowed v
Tlaztmum Multicast Packets/Second: I

Eadio Cell Eole: Access PointfRoot  +
mnlD tor use by Infrastruchure Stations (such as Eepeaters): 0

Dizallow Infrastructure Stations on any ofher 5510 Ovwes ®no
Tse Awronet Extensions: ®yes Ono
Classifty Workgroup Brndges as Network Infrastructure: ®vyes Ono
Fequire use of Radio Finnware 5.02.03: Glyes Ono

thernet Encapsulation Transform: RFC1042 »

Chuality of SZervce Setup

VLA are #of enabled, set the following three parameters on thus page. I VLAN: are
enabled, the following three parameters are set independently for each enabled VLAN through
AP Setup.
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Access Point Radio:
Module Advanced (cont.)

Lower Portion of Screen

Enhanced MIC venfication for WEF: Mone v
Temporal E ey Integrity Protocol: Mone
Eroadcast WEFP Eey rotation mterval (sec): 0 (D=cff)

To configure 202,11 Authentication, EAP, TTnicast & ddress Fiters, and the Mammum Iijmber of
Azzociations for thiz radio's Primary 5510 (the default 5510, pleasze use the hnk below

Advanced Primary S5I0 Setup more.

Preterred Access Pomt 1: 00:00:00:00:00:00
Preterred Access Point 2: 00:00:00:00:00:00
Freferred Access Point 5: 00:00:00:00:00:00
FPreferred Access Point 4 00:00:00:00:00:00
[Apply ][ K ] [ Cancel ] [ Festore Defaults
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Access Point Radio:
Module Advanced (cont.)

Lower Portion of Screen

Enhanced WIC wertication for "WEE:
Temporal Eey Integnty Protocol:
Broadeoast WEF Eey rotation interval (zec):

Advanced Prmeary S50 Setup more.

Mone W

Mone

i (0=off)

To configure 802,11 Authentication, EAP, Thicast Address Filters, and the Masimum Mumber of
Aszsociations for thiz radio's Primary 5510 (the default 55100, please use the ink below.

Preferred Access Peoint 1
Preferred Access Peoint 2
Preferred Access Peoint =
Preferred Access Peoint 4

00:00:00:00:00:00
00:00:00:00:00:00
00:00:00:00:00:00
00:00:00:00:00:00

[Apply ][ K, ] [ Cancel ] [ Festare Defaults

AITA\SWBU\CWNA\08
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Statistics - Ethernet Port

Configuration
Status of "emacd"

[P Address
Dhaplex

Statistics

Recewve
Urdcast Packets
MIulticast Packets
Total Bytes
Total Exrors
Dizscarded Packets
Forwrardable Packets
Filtered Packets

Packet CRC Errors
Catrier Sense Lost
Late Collisiotis
Owrerran Packets
Packets Too Long
Packets Too Shott
Packets Truncated

No Link (primary)
10.0.0.1

Full

Alerf |:|

Lo Bl (e T s )

744

Lo B e e s e ) s

Dl accitam Rate (Tulb/s)
LAC Address

Transmat

Uricast Packets
MIulticast Packets
Total Bytes
Total Exrors
Dizscarded Packets
by Col (0-7:0,0,0,0,0,0,0,0
Forwatrded Packets

Ilax Retry Packets
Total Collisions
Late Collisionis
Underrun Packets

set Properties
0.0
0009 eZd26Eeh

Alers [
1]

1]

1]

alll

1]

éill

O o o o
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Statistics — Access Point Radio:
Internal Port

Options: Detailed Config. [ Detailed Stats. [ Individual Rates [

Configuration

mtatis of T awey O | VL e [ate [JWey 5
IP Address 10001 |MAC Address
Salh tsunad
DOperational Rates (Mb/s) LOE, 20E, 5.5E, 11 0B | Transmit Fower (W)

Statistics

Receive Alert [] Transmat

Uticast Packets 311 |Umicast Packets
Mlulticast Packets 0 | MIulticast Packets
Tuotal Bytes 24020 | Total Bytes
Total Errors 0 | Total Errors
Discarded Packets 0 Discarded Packets
Forwardahle Packets 644 | by Co3(0-7:0,0,0,0,0,0,0,0
Filtered Packets 0 Forerarded Packets
Facket CRC Errors 14734 | IWax Retry Packets
Packet "WEF Errors 0 Total Retries
Crrertun Packets 0 Cancelled Asszoc. Lost
Duplicate Packets 0 |Cancelled AID
Lifetitne Exceeded 0 | Lifetime Exceeded
WIIC Packets 0 | MIC Packets
MIC Etrors 0 MIC Etrors
MIC Bequ. Errors 1]
MIC Auth. Errors n

Set Properties
11.0
0009 e& 4268 e

5

Alers []
303

141
217097
f

1]

1241

306

Lo s R e
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Statistics — Access Point Radio:
Module Port

Options: Detailed Config. [ | Detailed Stats. [ ] Individual Rates [
Configuration
e Yp—NlammnRabe-Jula105)
IP Address 1nonnl |MAC Address
S33lD tsunatm
Opetational Rates a0B, 2.0, 1208, 180, 2408, 36.0, .
(1bis) 420, 540 Tranzmit Power (W)
Statistics
Receive Alerf [] Transmat
Tricast Packets 0 |Utnicast Packets
Wiulticast Packets 0 |Ilulticast Packets
Total Bytes 0 |Total Bytes
Total Erxtors 0 |Total Errors
Discarded Packets 0 |Discarded Packets
Forwardable )
Packets 0 byZo3(0-7:0,0,0,0,0,0,0,0
Filteted Faclkets 0 |Forwarded Packets
Packet CRC Errors 0 | Max Retry Packets
Packet "WEF Ertors 0 |Total Retties
Crverrun Packets 0 |Cancelled A ssoc. Lost
Duplicate Packets 0 |Cancelled AID
Lifetitne Exceeded 0 |Lifetithe Exceeded
MIC Packets 0 |IWIC Packets
WIC Errors 0 | MIC Ertors
MIC Bec. Brrors 1]
MIC Auth. Errors 0

Set Properties
340
0009 &8 d268 a6

25

Alere [

[ o o o o o

O o o o ool d
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Association Table

Cliesit Repeater Bridge AP [Infra Host []Multicast [Entire Network

Press to Change Settings: | Apply || Save as Default | | Festore Current Defaults

J

Association Table addifional display filfers
Device Name Go [P Addr. /MName  KAC Addr. VLAN| Siate Parent
1200 Series AP | AP1200-d268e6 10.0.0.1 0009 el 4268 eb
350 Geries AP AFP350-41 caT 0.0.0.0 00409641 e Agsoc | [self:Internal]
350 Geres Chent | YowLastM ame 10.0.0.5 00409641 6 d Assoc | [self:Internal]
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Station Information

Svstem Name YTourLastMame Device 300 Senes Clhent
MAC Address [Aironet]00:40:96:41:6k:d4
IFP Address ge 10.0.0.5
VLAN ID ] Policy Gip.| 0
State Azsoc, ATD=29, S:ID=0 Class Client
Status O, Zhort Preambles
Deauthenticate ] [ Disassociate Clear Stats ] [ Fefresh ]
Number of Pkts. |5 Pkt Size |64
Mutnber of Plts. 100 Pkt. Size 500
To Station Alert [] From Station Atert []
Packets OK 395 | Packets OK 432
Total Bytes OK 323873 | Total Bytes OK 449773
Total Exrors 0 | Total Exrors 1
Max. Retry Pkis. 0
Short Retries 9 | 'WEFP Errors 1
Long Retvies a3
# Parent [self] MNext Hop [sel]
Current Rate 11.0 Mbfs | Operational Rates CU=GANEE 5'5Bﬁ;ﬂ3
Latest Retvies 0 shott, 0 long | Latest Signal St T0%
Hops to Infia. 1 | Echo Packets 1]
Activity Timeout 00:00:32 | Latest Activity 00:00:00
Communication Over Interface: 350 Series awcl
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Link Test

Home | Map | Neiwork |

Asgociations I Setup | Logs | Help | Uptitne: 3 days, 02:13:54

System Mame AP1200-384214 Device 1200 Series AT
MAC Address 00:05:93:38:42:14d
IP Address ge 10.0.0.1
VLANID 0 Policy Grp.| 0
State [self] {Class Arccess Point
Status CE
Clear Stats Fefresh
TTumber of PRI, |5 Pkt Size |E4 Fing

To Station Alert T From Station Alert T
Packets OK 144734 | Packets OK 40453
Total Bytes OK 16072132 | Total Bytes OK 10141426
Total Errors 0 | Total Exrors 1]
Max. Retry Pkis. 0
Short Retries 0 |WEP Errors n
Long Retries 0
Stations Associated 2 Clients, 0 Repeaters, 0 Bridges
Load 0 | Software Version 120006
Uptime 3 days, 02:15:44 | Announcement Pkis. 17813
Hops to Infira. 0 |Eche Packets 0
Activity Timeout never |Latest Activity 00:00:00

Communication Over Imterface: Ethernet emacl
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Link Test (cont.)

Home | Map | Neiwork |

Asgociations I Setup | Logs | Help | Uptitne: 3 days, 02:13:54

System Mame AP1200-384214 Device 1200 Series AT
MAC Address 00:05:93:38:42:14d
IP Address ge 10.0.0.1
VLANID 0 Policy Grp.| 0
State [self] {Class Arccess Point
Status CE
Clear Stats Fefresh
Mumber of Plts. _|R Tlet_Slize _|Ha1 Firg

To Station Alert T From Station Alert T
Packets OK 144734 | Packets OK 40453
Total Bytes OK 16072132 | Total Bytes OK 10141426
Total Errors 0 | Total Exrors 1]
Max. Retry Pkis. 0
Short Retries 0 |WEP Errors n
Long Retries 0
Stations Associated 2 Clients, 0 Repeaters, 0 Bridges
Load 0 | Software Version 120006
Uptime 3 days, 02:15:44 | Announcement Pkis. 17813
Hops to Infira. 0 |Eche Packets 0
Activity Timeout never |Latest Activity 00:00:00

Communication Over Imterface: Ethernet emacl
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Firmware Distribution

iurrent Tser: User Manager Not Enabled

Distribute All Firmwrare: @ yes Cno
Current Wersion of Systern Fimware: 11.2%
Current Wersion of Web Pages: 12.00
i_urrent Wersion of Internal Eadio Firmware: 5.02.03%
iZurrent YWersion of Module Eadio Frmwrare: 5.02.03%

| Start| | Abort |
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Firmware Distribution (cont.)

iurrent Tser: User Manager Not Enabled

Distribute All Firmwrare: @ yes Cno
Current Wersion of Systern Fimware: 11.2%
Current Wersion of Web Pages: 12.00
i_urrent Wersion of Internal Eadio Firmware: 5.02.03%
iZurrent YWersion of Module Eadio Frmwrare: 5.02.03%

| Start| | Abort |
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Update Firmware (Through Browser)

AITA\SWBU\CWNA\08

Current Version of System Farmware: 11.59
Current Version of Web Pages: 12.00
i_urrent Wersion of Internal Eadio Firmware: 5.02.0%
i_urrent Wersion of IModule Eadio Frmware: 5.02.0%
Retrieve Al Firroware Liles
Iew File for All Firmware: | Browse... |
Browser Update MNow | | Dione |
of




Hot Standby Management

Service Set ID (SSIL)) tsunami
MAC Address For the Monitored AF: 00:00:00:00:00:00
Polling Frequency: 1 (Zeconds)
Polling Tolerance Duration: R (Seconds)
Cwrent State: Hot Standby 15 not rnning
Cwrrent Status: Hot Standby unit 15 OF
| Start Hot Standby Mode | | STOF Hot Standby Mode |
| Apply || CIE. | | Cancel | | Festore Defaults
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Cisco Discovery Protocol

Cisco Discovery Protocol (CDE). (® Enabled O Disabled

Paclet hold time: 180 Seconds
Packets sent every: 1] Seconds
Indrndual Intetrface Enable:

01: Ethernet
10: Eepeater: ot Associated

|Apply || I, | | Cancel | |

Restore Defaults
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Manage System Configuration

[ “WARM" BRESTART SYSTER MNOW ] [ "COLD" RESTART SYSTEM MOW 1

Dewnload Mon-Default Swstem Confiouration Except IF Identity

[ Feset owstem Factory Defaults Except IF Identity ]
Download Mon-Default Svstem Confiouration Download All System Confiouration
[ Feset All System Factory Defaults ]‘
Ldditonal Systemn Configuration File; | Browse.. |
[ Fead Config File from Server ] [ Browser Update Mow | [ Done |
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SNMP

Simple MNetwork Management Protocol (SMIMPE):. O Enabled & Disabled

system Description: oo 1200 Senes AP 11BE22.07 BETA
mystemn MNatne: AP1200-d268ek

systern Location:

mystemn Contact: AironetWireless Communications, |
SINIP Trap Destination:

S IWE Trap Comtmumnty:

Browse Management Information Base (MIB)

|Apply || CIE. | | Cancel | |

Restore Defaults
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Available Filters

Ethertype Filters

TP Protocol Filters
IF Port Filters

Folicy Groups
DECP-to-CoS Conversion

COnahty of Sernce for AP Eadio: Inte

Cuality of Service for AF Eadie: Iod

AITA\SWBU\CWNA\08

ARP
RARP
|

Berkeleyaratler
Negotiation

EAN [a51
XeZ2oillevells

Banyan

CDP

ILayer 2 Filteringk

DEC XNS
DEC MOP
DEE ICAN)
EenalkeARE
IXEIE022

IXEIE0218
Novell'IXP (ald)

Novell IXP (new)

EAPOL (ald)
EARPGL (new)
deixen Xt
Alrost PP

=pat Corfie) f23

INETEUI




Available Filters (cont.)

Ethertype Filters

IF Frotoceol Filters I . .
S — |Layer 3 Filtering

Folicy Groups
DECP-to-Cos Conve

dummy XNS-IDP

ety of Service for s
Cualty of Service for 4

Interneti Control/Message Protocol |ISO-TP4

Internet:Group Management: Proiecol |IS@:CGNILP

Teansmission Control Rreoteee) BantanVViINES

=tarjor Gtz Protose) GHAGS

ENCapSUIatioNTHeauer BUP

Speciralink-\Voice Praotocol raw

User, Datagram Protocol
AITASWBU\CWNA\08




Available Filters (cont.)

!Layer 4 Filtering

Ethertype Filters

TP Protocol Filters

TP Fort Filters

Folicy Groups TCP po_rt service

DECP-to-Cob Conversion multiples:
echo

Quality of Service for AF Rad :

Ouality of Service for AP Rad GIsGardi(©)

Systat (1)

efztime (13)

natstat (15)

Quoteolithebay

Message Send
Protocol

Ttytst source

FTP Data Domain Name Server

ETP Caontral (21) MTP

Secureshelli(22) BOO)PIServer.

Talnet B FPGlEnt

StmpletvatiNranspert

FTP
Protoco)

time gopREr

Resourcellocation fie
Protocol

finger
IEN'116 Name Server
Hypertext Transport

whois Protocol

AITA\SWBU\CWNA\08
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Available Filters (cont.)

‘Layer 4 Filtering, cont.

ttylink
Kerberos vs

supdup
NGSIName

TSAF

ESE@INamMeServer

Remotetielnet
Postoffice v2

Postoffice v3

AITA\SWBU\CWNA\08

TP Data

Sun RRPG

Ilapident
authentication

Sfte

Ui g ey eyzith

NetWworkeNews
dransierProtocol

USENEIFNews
Jransier. Protocol

Network Time
Protocol
NETBIOS Name
Service

NETBOIS Datagram
Service
NETBOIS Session

Service
Interim Matll/Access

Broteeol V2
SimpleINEIWGTK
NEzgSmant Protose

SINVMIENrans

IS@)GMIE
Management:@yerik

IS@ GMIE Agent-@yer
|

X Display Manager
Control Protocol

NeXTStep Window
Server
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Available Filters (cont.)

Layer 4 Filtering, cont.

Border Gateway
Protocol

Prospero

Internet RelayChap

SNMPIURIX
Multipiexer

AvolaiFElc fHoutine

Applelglkaname
oindine

Appleilalkecho

Applelalk-Zone
Information

NISO Z39.50 database

AITA\SWBU\CWNA\08

IXP

Interactive Mail
Access Protocollv3

Unixdistsery
Sysloe;
WURIXSHGHIET

talk

ntalk

timeserver

route

newdate
courier

conference

NEINEWS

netwall
UUGEEIDaemon
Kerberas riogin

Kerberos rsh

Rfs_server
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Available Filters (cont.)

‘Layer 4 Filtering, cont.

Kerberos kadmin

natyorg distion:iey

SUPRJISETVET,

Swat for SAMBA

AITA\SWBU\CWNA\08

SUP debugging Concurrent Versions
System

ngresieek CISCOIAREE

ETGSPETONNGIE Radio e Ehernet
priveleged

RADIUS
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MAC Address Filters

New MAC Address Filter:
Dest MAC Address:

® Alowed O Disallowed Add

The default settings for multicast and unicast destination MAC addresses transmitted from each network
intetface are specified on the Advanced Setup page for that network interface.

Existing MAC Address Filters:

Femowve

Loolkup MAC Address oIn Luthentication Server f not in Exsting Filter Last? Ovyes ®no

Iz IMAC Authentication alene sufficient for a client to be fully authenticated? O vyes ®no
| Ay || Ik | | Cancel | | Femowve All |
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Applied MAC Address Filter

New MAC Address Filter:
Dest MAC Addtess:

® Alowed O Disallowed Add

The default settings for multicast and unicast destination MAC addresses transmitted from each network
interface are specified on the Advanced Setup page for that network mterface.

Existing MAC Address Filters:
00:40:86:12:3abe Disallowed Femowve
Lookup MAT Address on Authentication Server if not in Existing Filter List? Owes @no
Is MAT Authentication alone sufficient for a client to be fully authenticated? Oyes @no
| Apply || CIE, | | Cancel | | Femowe All

AITA\SWBU\CWNA\08
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Ethertype Protocol Filters

et I et Matme:

Existing Fthertvpe Protocol Filter Sets:

Add Mew

| Femowve |

AITA\SWBU\CWNA\08
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Adding Ethertype Protocol Filters

Iatne: Ethertype Test 1
Drefault Tisposttion: forward
Default Time To Live (msec):

unicast; |0 rmulticast; |0

special Cases:

| Add New

Select an entry from below to | Edit | o | Remove |

sefect Ethertvpe IDhisposition Prionty Umicast

Tine-to-Live (mmsec)

Multacast Alexrt?

|Apply || K, | | Cancel | |

Festore Defaults

AITA\SWBU\CWNA\08

74




Adding Ethertype Protocol Filters (cont.)

Alert:

Disposttion: hlock

FPrionty: default v
Unicast lune-to-Live (msec): I

Mhalticast Tine-to-Live (tnsec): I

Cyes @no

|ﬁpp|y || CIE | | Cancel | | Festare Defaults

AITA\SWBU\CWNA\08
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Adding Ethertype Protocol Filters (cont.)

Alert:

Disposttion: hlock

Priority: default d
Unicast Time-to-Live (msec): I

Mhalticast Tine-to-Live (tnsec): I

Oiyes ®no

| Apply |

K,

| Cancel | | Festore Defaults
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Adding Ethertype Protocol Filters (cont.)

MName: Ethertype Test 1
Detault Disposttion: forward
Default Tune To Live {(mmsec):
unicast; | rulticast; |0
special Cases: | Add Mew
Select an entry from below to | Edlit | or | Remove |

EEEE‘-""“

Tune-to-Live {(sec)

F'i‘]tgm:PE

O [Appletall ARP] Ox30f3

Disposition Prioniby ITnicast Nultocast Alept?
block default () ()

|ﬁpply || CIE., | | Cancel | | Festore Defaults |

AITA\SWBU\CWNA\08
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IP Protocol Filter Sets

~et I ~et Mame:

Existing IP Protocol Filter Sets:
212 “aoice Owver IF

Ao MNew

| Femowe |

AITA\SWBU\CWNA\08

78




Adding IP Protocol Filters

INatne: IF Frotocol Test 1
Default Disposthion: forward
Defanlt Time To Live (msec):
unicast; |0 rulticast: |0
special Cases: | Acld MNew
melect an entry from below to | Edit | or | Femove |

Time-to-Live {msec)
select 1P Protocol IDisposition Priority Umicast Multicast Alert?

|Apply || CIE, | | Cancel | | Festare Defaults

AITA\SWBU\CWNA\08

79




Adding IP Protocol Filters (cont.)

Disposition: block — w
Priority: default
Tnicast Time-to-Live (msec): I
Multicast Tine-to-Live (msec): I

Alert?:

Owes ®no

[ﬁhpply “ CIE. ] I Cancel ] I

Festore Defaults
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Adding Ethertype Protocol Filters (cont.)

Alert:

Disposttion: hlock

Priority: default d
Unicast Time-to-Live (msec): I

Mhalticast Tine-to-Live (tnsec): I

Oiyes ®no

| Apply |

K,

| Cancel | | Festore Defaults
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Adding IP Protocol Filters (cont.)

I ame: IF Frotocol Test 1
Detault Dhisposttion: forward »
Default Time To Live (msec):
unicast: |0 rulticast: |
apecial Cases: [ A Mew
Select an entry from below to | Eclit | of | Femove |

Tiune-to-Live (nsec)

O [VIMES] 020055 block default 0 0

sefart TP Protocol Ihsposition Pronty Tlmcast DMulocast Alert?

|I—hpp|y || CIE. | | Cancel | | Festore Defaults
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IP Port Filter Sets

et 10 et Mame:

Existing IP Port Filter Sets:

Ao Mew

| Femowve |
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Adding IP Port Filters (cont.)

Iatne: IF Fort Test 1
Default Disposthion: forward »
Default Timme To Live (mmsec):
umcast: |U multicast: |0
Special Cases: Kerberos | Add MNew
melect an entry from below to | Edit | of | Femowe |

Tiune-to-Live {(mnsec)
sefect IP Port Disposition Priority Umicast Nulticast Alert?

|f-hp|::uly || CIE., | | Cancel | | Festore Defaults
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Adding IP Port Filters (cont.)

Alert?:

Dispostiion: hlock
Prionty: default
Umicast lune-to-Lave (1msec): I
Multicast Tune-to-Live (msec): I

Owes ®no

[Apply H CIE. ] [ Cancel ] [

Festore Defaults
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Adding Ethertype Protocol Filters (cont.)

Alert:

Disposttion: hlock

Priority: default d
Unicast Time-to-Live (msec): I

Mhalticast Tine-to-Live (tnsec): I

Oiyes ®no

| Apply |

K,

| Cancel | | Festore Defaults
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Adding IP Port Filters (cont.)

Il ame: IF FPort Test 1
Detault Disposttion: forward
Default Time To Live (msec):
unicast; |0 rulticast: |0
Special Cases: | Add New
=elect an entry from below to Edit l or [ Femowve ]

Tine-to-Live (msec)

selact IP Port Dhsposiion Frionty Unicast DMulticast Alert?
O [Eetberos vd] B8 block detault () 0
|App|y || OE, | | Cancel | | Festare Defaults |
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Applying Filters

Recelve Transmat
EtherType [1] Ethertype Test1 « [0] -Mone- v
IF Frotocol [0] -Mone- v [1] IF Protocol Test1
IF Port [0] -Mone- v [1] IPFort Test1 +
|App|y || Ik | | Cancel | | Festare Defaults
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VLAN Setup

Display Defaults
& ddress Filters

Display Defaults

Console/Telnet
Titme Server
iZisco Detvices

Express Setup
Associations
——Portrirssierment Advanced
Protocol Filters VLAN AalDs: Int, Iod

|7 eyl [u]

VLA (802.1Q) Tagzing

single VLAN ID which allows Unencrypted packets: a
Optionally allow Encrypted packets on the unencrypted VLAN, @yes One

VLAN Summmary Status

O Enabled & Dizabled

2802 17 Encapsulation Mode: --Dizabled--
Iaarmum Mumber of enabled VLA ITs: 14
Mative VLAN I 0

(0=all requite encryption)

Ethernet Tdentify
AP Radio: Internal | Ident : :
AP Radio: Module | Identil ¥ =207 ID: 1 WLAT Mame: |GigaWwawve Office Add New
Existing VLANSs:
*wwhen WLAN Disabled*
AITA\SWBU\CWNA\08
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VLAN Setup (cont.)

VLAN Summarv Status

WLATT (20210 Taggmng: O Enabled @ Disabled

802,10 Encapsulation Mode: --Dhsabled--

Maszmum Mumber of enabled VLAN IDs: 16

Matrwe VLA I 0

single VLA ID which allows Unencryvpted packets: 0 (D=all feruire encryption)
Optienally allow Encrypted packets on the vnencrypted VLA ®yes Ono

VLAN I N1 VLA Mame: Gigavawe Office | Add MNew |

Existing VLANs:

*When YWLAMN Disabled*

Edit

Remowe

[Apply ][ CIK ] [ Cancel ] [ Festoreall
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VLAN Setup (cont.)

VLAN Summarv Status

WVLAN (802100 Taggmg,: (O Enabled & Dhizabled

#0210 Encapsulation Mode: --Dhsabled--
Maczroum Mumber of enabled VLA IDs: 16

Matrwe VLAR 1D 0

single WLAT ID which allows Unencryvpted packets: 0

(0=all recquire encryption)
Optionally allow Encrypted packets on the unencrypted VLA, ®yes Ono

VLA I |1 VLAN Mame: |Gigavawe Office Add MNew

xisting VLANs:

“When VLAN Dizahlad®

Remowe

[Apply ][ QK ] [Cancel ] [ FestareAll ]
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VLAN Setup (cont.)

WVLAT Matne: Gigavvawe Office
WVLAMN Enable: (O Enabled @ Disabled
Default Prionty: default v
Default Policy Group: [0] Mone v
Enhanced MIC verification for "WEE: Mone
Temporal Eey Integnty Protocol: Mong
M_H{Ey Fotation Interval I (D=off)
Alert?: COyes ®no
Encryption Key Kev Size
WEP Eey 1 notget w
WEFP Eey 2: not set »
WEFP Eey 3 hot get »
WEF Eey 4 not get v
Enter 40-bit WEP kews as 10 hexadecunal digits (0-9, a-f, or A-F).
Enter 1228-bit WEP kevs as 26 hexadecimal digits (0-9, a-f, or A-F).
[ Apply ][ K, l [ Cancel ] [ Festore Defaults
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VLAN Setup (cont.)

WVLAT Matne: Gigavvawe Office
WVLAMN Enable: (O Enabled @ Disabled
Default Prionty: default v
Default Policy Group: [0] Mone v
Enhanced MIC verification for "WEE: Mone
Temporal Eey Integnty Protocol: Mong
M_H{Ey Fotation Interval I (D=off)
Alert?: COyes ®no
Encryption Key Kev Size
WEP Eey 1 notget w
WEFP Eey 2: not set »
WEFP Eey 3 hot get »
WEF Eey 4 not get v
Enter 40-bit WEP kews as 10 hexadecunal digits (0-9, a-f, or A-F).
Enter 1228-bit WEP kevs as 26 hexadecimal digits (0-9, a-f, or A-F).
[ Apply ][ K, l [ Cancel ] [ Festore Defaults
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VLAN Summary Status

Home | Map | Network

Asgsociations

a2, 10 Encapsulation Mode: Hybnd Trunlc

| Senp | Legs | Help |

Ugptitre: 00:16:05

VLAN Detalled Setup

1D Name Enabled? Def. Pri. Def. Pol. Gip. MIC TEKIP Kev Rotate| Alert? Encryption
1M (ga’Wave Office VES kest effort [0] MMWH @ Cisco 0 e optiotal

2 (Test VES kest effort [0] none | none 0 e optiotal

3 Warehouse VES kest effort [0] none | none 0 e optiotal
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VLAN Summary Status (cont.)

Home Map MNetwork Associations Setup Logs Help Uptitme: 00:16:05
a2, 10 Encapsulation Mode: Hybnd Trunlc VLAN Detalled Setup
1D Name Enabled? Def. Pri. Def. Pol. Gip. MIC TEKIP Kev Rotate| Alert? Encryption
1M (ga’Wave Office VES best effort [0] MIH  Cisco 0 110 optiotal
2 (Tuest VES best effort [0] fone | fnohe 0 110 optiotal
3 Warehouse VES best effort [0] fone | fnohe 0 110 optiotal

|Dune|
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Assigning SSIDs to VLANs

Express Setup

Associations
Display Defanlts Fort & ssigtments A dvaniced
Address Filters Protocol Filters VLAN AalDs: Int, Iod

_ Home | Map | Network J __ Associations | Setwp [ Togs | Help |  Uptime: 00:19.37

Display Defaults Service Set Smnmary Status
Console/Telnet Boot Server | DEVICE: AP Radio: Internal
e FTE 231D for use by Infrastructure Stations (such as FEepeaters): a
Cizco Services Security Disallow Infrastructure Stations on any ather 3510 Oves @no

Service Set ID(SSID): Guest
Ethernet Identification

AP Radio: Internal | [dentification Existing SSTDs:
AP Radio: Module | [dentification

[0] GigaWavelpriman)

[1] ‘“Warehouse

Femowe

[Apply ][ oK. ] [Canu:el ] [ Festoreall ]

AITA\SWBU\CWNA\08 97




Assigning SSIDs to VLANSs (cont.)

231D for use by Infrastructure Stations (such as FEepeaters):
Disallow Infrastructure Stations on any ather 3510

Home | Map | Network | Associations | Setyp | Logs | Help |  Uptime: 00:19:37
Service Set Summarv Status
Diesnice:

AP Radio: Internal
1]

Oves @no

Service Set ID(SSID): Guest

Existing 551D s:
[0] GigaWavelpriman)
[1] ‘“Warehouse
[Apply ][ oK. ] [Canu:el ] [ Festoreall
AITA\SWBU\CWNA\08
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Assigning SSIDs to VLANSs (cont.)

Home | Map | Network |  Associations | Setup | Logs | Help |  Uptime 00:19:37
Service Set Sumanary Status
Dewice: AP Fadio: Internal
52l for use by Infrastructure Stations (such as Eepeaters): 0
Dizallow Infrastructure Stations on any ather S5T0: Ovyes @no
Service Set ID(SSIDY: Guest Add MNew ‘
F.‘[isﬁllg 551D s: @ | M | T_Tptj_me; 00-20-42
Dewnce: AP Eadio: Internal
service Set 1D (251D Guest
Current Mumber of Associations: 0
Masamum Mumber of Associations: 0
Default VLA IT: [2] Guest v
Default Policy Group ID: [0] -Mone- v
Cpen Shared Network-EAP
coept Authentication Type: ] ]
Fequire EAT: ] ]
Default TThicast Address Filter: Allowed w Allowed w Allowed W
Torecuire static of server-based MAC-Address authentication, set "Default Unicast Addrvess Filter" to "Disallowed" .
[ Apply H Ik ] [ Cancel ] [ Festare Defaults ]
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Home Aap Network Associations Setup Logs Help Uptitrie: 002431

Service Set Detalled Setup

Idx  SSID Cwir. Assoc  Max Assoc | Auth Alg. | Def. Pol. Gip. VLAN | Enabled? MIC TEIP EKey Rotate Encryption

0 | Giga'Wave 2 0 OpEn (] 1M VES MIH | Cisco 0 optional
1 Warehouse ] 0 opEef [0] 3 VEes none | none 0 optional
2 Juest ] 0] opEn [0] 2 VES none | none 0] optional

Done
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QoS Configuration

AITA\SWBU\CWNA\08 101




DSCP to CoS Conversion

Ethertype Filters
TP Protocol Filters
TP Fort Filters

Folicy Groups SSCE

DSCP-to-Col Conversion 0

Cualify of Service for AF Eadio: Inl
Cualify of Service for AF Eadie: I

CO| =1 v wh| B L | 2 o—

11
12
13
14
15

Map | Heb

CoS
Best Effort
Mo Change
Mo Change
Mo Change
Mo Change
Mo Change
Mo Change
Mo Change
Background
Mo Change
Background
Mo Change
Mo Change
Mo Change
Mo Change
Mo Change

DSCF

16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31

CoS
Spare
Mo Change
Spare
Mo Change
Mo Change
Mo Change
MNa Change
MNa Change
Excellent Effort
Mo Change
Excellent Effart
MNa Change
Mo Change
Mo Change
Mo Change
MNa Change

DSCP
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47

CoS
Controlled Load
Mo Change
Contralled Load
Mo Change
Mo Change
Mo Change
Mo Change
Mo Change

Interactive Video

Mo Change
Mo Change
Mo Change
Mo Change
Mo Change

Interactive Video

Mo Change

<

<

DSCF
43
45
50
51
52
53
54
55
56
57
58
59
&0
61
&2
63

Uptitme: 00:22:56

CoS

Interactive Voice

Mo Change
Mo Change
Mo Change
Mo Change
Mo Change
Mo Change
Mo Change

b

L

L

Metwork Contral %

Mo Change
Mo Change
Mo Change
Mo Change
Mo Change
Mo Change
Mo Change

[Apply ][ QK ] [Canc:el ] [

Restore Defaults

l

AITA\SWBU\CWNA\08

102




Quality of Service

Map | Help | Ugtime: 00:31:49

(enerate QESS Element: Cyes ®no
Uze Symbol Extensions: COyes @no
Send IGMP General Query: Oyes @no
Traffic Category C'Winin CWimax
1: Background 1w 2hh v
1 (spare) 1w 2hh v
0: Best Effort (default) 1w 2ho |
3: Excellent Effort CR I 2hh v
4: Controlled Load 15 v 2hh v
5: Interactive Video 15 |+ B3 v
6: Interactive Volce 3 v KA
7. Metwork Control 7 v 127

Alowed values for CWmin and CWmax are 1, 3,7, 15, 31, 63 127, 255, 511, and 1023,
C'Wrain must be less than or equal to CWmax.

[Apply ” CIE, ] [ Cancel ] [ Festare Defaults
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Quality of Service (cont.)

Ethertype Filters
TP Protocol Filters
IF Port Filters

Folicy Groups

Uptine: 003149

AITA\SWBU\CWNA\08

DSCP-to-CoS Conversion || Ma || Help |
Generate QBSS Element: Oyes ®no
: . Tse Symbol Extensions: Oyes ®no
I:)ua]ltar of Serce for AP Ra send fgh@ General Quety; F ies 'f} e
bua]itar of Service for AT Ea
Traffic Category CWinin CWmax
1: Background 3| 28 v
2 (spare) 3| 2hh v
0: Best Effort (default) 3 | 2hh v
3. Excellent Effort ) . 2BE W
4: Controlled Load 15w ZRE W
" 5: Interactive YWideo 16w 3 v
G: Interactive Woice 3 w v
T Metworle Control 7 w 127 =

Allowed values for CWinn and CWmax are 1, 2, 7, 15, 31, 63, 127, 255, 511, and 1023,

C'Winan rmust be less than or equal to CWmax

[Apply ][ (0]:4 ] [Cancel ] [

Festare Defaults

|
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Cisco Aironet
Proxy Mobile IP
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Proxy Mobile IP

Cloge Window

Cisco SvsTems

Close Window

Cisco SvsTems

Cisco 1100 Access Point

Hostname Freedom{100 Freedom1100 uptime is 1 day, 4 hours, 40 minutes
TelnetlS5H: EnablediDizahbled Hot Standhby: Disabled
CDP: Enabled DME: Enabled
SERVICES
TelnetiS5H Filters: Disabled HTTF: Enahled
Hat Standby
COP Eroxy tohile IP: Disahled Q05 Disabled
tie SMMP: Disabled WTP: Disabled
Filters
HTTE A\ YLAR: Disabled
Frower Wokile [P |
Qs
ERIMP
MNTP
WLAN
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Proxy Mobile IP General-Setup

Cloge YWindow paitttnnnininininninniiin e i e i

Gisco Sysrems

Cisco 1100 Access Point

GENERAL SET-UP St BIMNDINGS “SUBNET TLELE

Hostname Freedom1100 Freedom1100 uptime is 1 day, 4 hours, 41 minutes

Proxy Mobile IP: ¢ Enabled ' Disabled

SERVICES
TenetGaH
Hot Standky Autharitative Access Points {(Hostname or IP ﬂ'dd're's'sll
S 1. |DISABLED
DS
Filters 5 [pisABLED
HTTF
Proxy Mobile 1P 3. |DISABLED
Qng

SR
MTR

WLAR
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Proxy Mobile IP General-Setup (cont.)

Cloge Window

Cisco SvsTems

SERVICES
TelnebissH

CODP
CiE

Filters

HTTP

Proxy Mohile IP-
(BTEs)

Cisco 1100 Access Point

Hostname Freedom1100

Services: P FORY -_ﬁlih‘ffﬂﬁ-i P- General Set

Proxy Mobile IP: " Enabled ® Disabled

Hot Standby Authoritative Access Points (Hosthame or IP Address)

GENERAL SET-UP S48 BINDIRNGS “SUBNET TABLE i ETATIETICE

Freedom 1100 uptime is 1 day, 4 hours, 41 minutes

1. |DISABLED

3 |DISABLED

3 |DISABLED

ShIhP
TR
WLAN

AITA\SWBU\CWNA\08 108




Proxy Mobile IP Security Association Bindings

Close Window IR R AR AR AR REERECRREFREARA AR

Gisco Svsrems

Cisco 1100 Access Point

GENERALSETUR | GUBNETTABLE ETATETICE

SA4 BINDINGS

Hostname Freedom1100 Freedom1100 uptime is 1 day, 6 hours, 19 minutes

Services: P FORY -_ﬁlih‘ffﬂﬁ-i p- 'Se-::umy Association Bindi ngs

ECURI ‘Current $A Bindings List New; Edit SA Binding
ERVICE ;

Telnet'SSH
Hat Standb - _
CDP Security Parameter Index: IDISAEILED (100-FFFFFFFF Hexadecimal
DN
Filters Key: |DISABLED
HTTF ; )
Proxy Mobile IP  ASCH (=17 chars) ™ Hexadecimal (32 chars)
Qs
SMMP
HTF
YLAN

IP Address Range: |DISABLED ta [DISABLED
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Proxy Mobile IP Security Association Bindings (cont.)

Close Window IR R AR AR AR REERECRREFREARA AR

Gisco Svsrems

Cisco 1100 Access Point

GEMERALSETUP |

SA BINDINGS “SUIBMET TABLE ETATISTICS

Hostname Freedom1100 Freedom1100 uptime is 1 day, 6 hours, 19 minutes

Services: P roxy Mobile | p- Sec:uﬂiy Association Bindi ngs

chliml Current SA Binding_s-List New! Edit SA B,i“ﬂi“g
ERVICE
Telnet'SSH
Huot Standby _ .
COF Security Parameter Index: |DISABLED (100-FFFFFFFF Hexadecimal)
DHE .
Filters Key: |DISABLED
HTTF _ |
pmxy.m.jhng il  ASCH (=17 chars) ™ Hexadecimal (32 chars)
Qos

SHIP
TP

YLAN

IP Address Range: [DISABLED ta [DISABLED
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Proxy Mobile IP Subnet Table

Close Window

Gisco SvsTems

Cisco 1100 Access Point

GENERAL SET-LIP.

G BINDINGS SUBNET TABLE

Hostname Freedom1100

Services: Proxy Mobile IP- Subnet Table

ETATIETICE

Freedom1100 uptime is 1 day, 6 hours, 20 minutes

SERVICES

Telneli5EH
Hat Starndhy
DR

DS

Filters

T

Proxy Mohile 1P
Qo3

SMMP

NTF
LAN

AITA\SWBU\CWNA\08
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Proxy Mobile IP Statistics

Cisco 1100 Access Point

HERAL BET-LF

Hosthame Freedom1100

'ro xy'_'l"h‘ﬁiﬁiim:

s: Proxy Mohile IP- Statistics

HET TABLE STATISTICS

Freedom1100 uptime is 1 day, 6 hours, 21 minutes

SERVICES Mobile IP Status Disabled
Telneti3SH
Hot Standby Home Agent
CDP
BRE Foreign Agent
'F"i”m? Active AAP
HTTF L
Proxy Mohile IP Traffic
@Dg Solicitations Sent Registration Reguest Successes
SHMP
TR Authentication Failures for HA Authentication Failures for FA

LA

Registration Reguests Sent

Deregister Requests Sent

Registration Replies Received

Deregister Replies Received

Registration Requests Denied by FA

Registration Requests Denied by HA

Advertisernents Heceived

Mobile Nodes

IP Adidress

Status
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Mobile IP Statistics (cont.

Cisco 1100 Access Point

ERALEBET-UF SUBRET TABLE STATISTICS

Hosthame Freedom1100 Freedom1100 uptime is 1 day, 6 hours, 21 minutes

SRS Maobile IP Status Digabled
TelnetiS5H
Hot Standby Home Agent
CDP
BRE Foreign Agent
Tl Active AAP
HTTFE —
Proxy Mohile IP Traffic
@Dg Solicitations Sent Registration Reguest Successes
SHMP
TR Authentication Failures for HA Authentication Failures for FA
SLAR
Registration Reguests Sent Deregister Reguests Sent
Registration Replies Received Deregister Replies Received
Registration Requests Denied by FA Registration Requests Denied by HA

Advertisernents Heceived

Mobile Nodes

IP Adidress Status
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Proxy Mobile IP Statistics (cont.)

Cisco 1100 Access Point

STATISTICS

[ERALBET-UP

SUBNET TABLE

Hosthame Freedom1100 Freedom1100 uptime is 1 day, 6 hours, 21 minutes

SRS Maobile IP Status Digabled
TelnetiS5H
Hot Standby Home Agent
CDP
BRE Foreign Agent
Tl Active AAP
HTTFE —
Proxy Mohile IP Traffic
@Dg Solicitations Sent Registration Reguest Successes
SHMP
TR Authentication Failures for HA Authentication Failures for FA
SLAR
' Registration Reguests Sent Deregister Requests Sent
Registration Replies Received Deregister Replies Received
Registration Requests Denied by FA Registration Requests Denied by HA

Advertisernents Heceived

Mobile Nodes

IP Adidress Status
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Cisco Aironet Access Point IOS Overview
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|OS Overview

Current. configuration : 1199 kbytes
|

verzion 12,2

no =ervice pad

zervice timestamp=s debuz uptime
zervice timestamps log uptime
zervice paszsword-encryption

|

Hnstname apE

|

enable password 7 022500480309
|

Qsername Ci=zco paszsword 7 0e2B0a324F41

q ip subret—=sro
I

ip =zh Lime—out 120
ip =sh authentication—retries 3

* Same Cisco |0S and commands irsage oo

as Cisco switches and routers

no ip address

no ip route—cache
1

* Some new commands for 802. 1= i -cr

authentication open

guest—mode
]

* Access via console or Telnet as sl es ae0 s

holdoff—time mac—authentication GO0

g bridze—group 1
a p pl ICa b | e bridge—group 1 subscriber—loop—control
bridge—group 1 block—unkrnown—=source
no bridge—sgsroup 1 =ource—learning
o bridge—group 1 unicast—fFlooding
bridge—group 1 spanning—diszabled
|
interface FastEthernet(
no ip address

no_ip route—cache
uple=x auto
spesd auto
bridge—group 1
no bridge—group 1 source—learning
bridge—group 1 spanning—disakbled
——More—
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|OS Overview (cont.)

*802.11 is simply another interface on AP
* Falls within wired architecture
*Extends wired features to the wireless

ap#zhow ip int bri

Interface IP-Ad OK? Method Status
BV 1 1&91?&' YES HVRAM  up
Dot11Radicl unazzigned YES HVEAM  up
FasfiEtherﬂetD unas=zigned YES MVYEAM  up
ap#

Protocol
L
Lp
U
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|OS Overview (cont.)

User EXEC

Privileged
EXEC

User Access Verification

Usernane: Cisco

Passwor d:

ap>

ap>enabl e

Passwor d:

ap#

ap#configure term na

Ent er configuration conmands,
ap(config)#
ap(config)#interface dot1lRadio O
ap(config-if)#

one per |ine.

End with CNTL/Z.
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|OS Overview (cont.)

Global
Configuration

—

>

Interface
Configuration

AITA\SWBU\CWNA\08

User Access Verification

Usernane: Ci sco

Passwor d:

ap>

ap>enabl e

Passwor d:

ap#

ap#configure term nal

Enter configuration commands, one per |ine.
ap(config)#

ap(config)#interface dot1lRadio O
ap(config-if)#

End wi th CNTL/Z.
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~ 10S Command Reference
|
|

*Privileged Exec

* 37-802.11 commands

Global Configuration N
* 15- 802.11 commands

*Configuration Interface

* 35- 802.11 commands
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|OS Power Local Example
1100-AP(config-if)# power local 50

power local

Lise the power lacal configuralion interface command Lo configure the access point radio power level
Lise the me form of the command to reset the parameter 1 defaulis.

[nos| power local (1] 5| 20| 30| 50 | 100 | maximum}

Syntax Description 1,5, 26,30, 54, 10Hb, ar Specifies access point power setting m mW. (Maximom power 18
maximonm regulated by the regulatory ageney i the country of operation and is
sel during manufeeture of the aceess point. Reler to Table 2-2.)
Enable Radio: & Enahle
Detapls The default focal power level 8 maximar
Current Status (Software/Hardware): 17 Enabled - R - A T
RDIEF"IIIEE:;:D N%‘WDT"E | &+ Access Po Command Modes Configuration interface
alina mode upon 10ss ;
( po  Access Po
of Ethernet connection]): ~
Access Fol Ermmand Histary Relaase Modification
i Repe}ater | | L23{4)1A This command was introduced.
Data Rates: Best Hange
Usage Guidelines Lise this command 1o specify the local iransmit power level, Lower power levels reduwee the radio cell
1.0 Mh/sec I+ Require size and mierference hetween cells, The maximum transmat power 18 limited by region
2.0 Mb/sec: * Require —
Examples This example shows how to specify @ S0-mW mansmt power lewel for the secess point;
9.5 Mbhisec: Iy Require I 1100=h% [config-1f1 f powes local 50 I
; This example shows how o reset the sccess podng power to defauls
11'[' Mb/sec: 2 HEqU”E 1100-AT [contig-1€]1 § ne powss lasal

Transmitter Power (mW\): ] C 5 200 30 &80 C 100 T max
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|OS SSID Example
1100-AP(config-if)# ssid Ivory-AP25

Systemn Name: fap

MAC Address: 0005 9539, afas ssid

lse the ssbd configuration imerface command to specify the radio service set identifier (35110 and 10
enter into the ssid conliguration mode, Lse the ne fonm of the command to remove an 3510

Configuration Server Protocol: & QDHCP O Static P

| e | ssbel sxidf-siring

IP Address: i192.168.1 203
IP Subnet Mask: i255-255-255-0 Syntax Description  coid-spiag Specified the S510 name for the radio, expregsed 45 & case-gengitive
alphanumerte stirng from 1 to 32 characters

Default Gateway: i192.168.1 B

[Drefaults The factory defanl 8511 is tiunaimi.

—
SSID: flvory-AP25
Broadcast SSID in Beacon: i ypg F o Command Modes Conliguration interface
Role in Radio Network: i Apcess Point Boot T Fepeatd
Optimize Radio Network for: & Throughput © Range © ou} Command History ~ Release Meddication
: 12,244 JA This commgnd was intrgduced

Aironet Extensions: % Enazble ¢ Dizable

Usage Guidalines sz this command 1o specify a unique 5510 for your wirgless network, Sevoral ceess points on
SHMP Cﬂfﬁmunity‘: default Cammunity netwark, or submetwork, can sharg a 8310, The ne form of the command remaves the SR, which

inhibits clients that ne that S20 from desaciating with the access poim

% ReadOnly T ReadiWrite

Examples This ecample ghows how o sed the radio 3500 o Ivory-AP2S:

Ii:l‘:.l AP feontlg. L2}l sslid Tweey-APRS I

This example shows how o remove the 3510 named Ivorv-AF25 and all its configeration settings:

100 AR feonfig- 228 nd pald Ivery-RP2S
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Proxy Mobile IP Example

- © B LPH@O R-5

Close Window

Cisto Svsr

Cisco 1100 Access Point

GENERAL SET-UP

Hostname GigawaveAP 1100

GigawaveAP 1100 uptime is 25 minutes

xy Mobile IP- General SetUp

: i Proxy Mobile IP: O Enabled & Disabled
SERVICES

Telnet35H

Hat Standby Authoritative Access Points (Hostname or IP Address)
S | DISABLED |
ONE EELEEL |
Filters 2 ISABLED |
o SRS |
Proxy Mobile IP
Qo5

ShiP

NTP

YLAN

Qo SEELED: |

e i O 00000 0 0, C ©PyFight () 1982-2002 by Cisco Systems, Ine
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|OS Channel Example
1100-AP(config-if)# channel 2457

channel

Enable Radio:

Role in Radio Network
(Fallback mode upon loss
of Ethernet connection):

Data Rates:

Transmitter Power [myY):

Default Radio Channel:

Current Status {(Software/Hardware):

1.0 Mb/sec:
2.0 Mbisec:
5.5 Mb/sec:
11.0 Mhisec:

Defaults The default channel 15 least-congesied
Command Muodes Configuration interface

1
Command History Release Medification

T\I Enahlq 12,204 A

This command ‘was introduced

the access paint radie channel B0 with 4 center frequency of 24537

the access poant (o scan for the leastcpngestied radio channel.

* Acce

i Arce Bxamples Ihis example shows how 1o et
1L - AR dconfdlg -4 25 chanmal 2457

" Acce | ' = I
Fhis example shows how 1o et

" Repe _ .
1M hPiconflg«S 23§ ebannal

Best This example shows how 1o 5t

laask:aongented

thi beacon parameter to defanli:

ifig-42f Do chEnnal

i REE|LI Related Commands Command

Description

show contrallers dotl Lradiog

Displayy the radio centroeller information and siatus

& Reguire " Enable " Dizable

0 s a0 a0 G S0 i £ e

|Channel 10 - 2457 MHz =]

AITA\SWBU\CWNA\08

124




|OS Channel Example (cont.)

AITA\SWBU\CWNA\08

channel

anidl toget the radio channel frequency. Use the no form
woto delanhs

g the channel oo

af this command

Ine| chanoel {vmber | Feguency | least-congesied |

Symtax Description

sl Specifics & channel number |see Table 2-13

fregaedoy

least-congesied Enhi les the s i o beast sy radie channel 1
1t adapier

communicate with the c

Table 2-1  Center Frequencies for [EEE 802 11b Radios

Reguolatory Domains
Channel Center Ameticas EMER Japan lzrasl Chima
Identifier | Frequency {MHz) 1-Bh [-E} -} i -Gk
2412 X X X X
2 2417 X X X X
3 X X X X X
4 X X X X X
5 X432 X X X X X
] 2437 X X X X X
T 2442 X x X X X
# 2447 X X X X X
1 42 = b L ) o
| 217 % N iy i I
| 2462 X X X X
2 a7 X X
3 2472 X X
14 24R4 X
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Summary

Upon completion of this module, you will be able to perform the following
tasks:

* Explain the difference between a root and non-root mode access
point.

* Assign an IP Address to an access point using the IPSU.
* Configure various parameters on an access point.
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Review Questions

* Must the IPSU be used to assign an |IP address to an access point?

* Does a blinking status light on the top panel LEDs indicate a problem?
* How many ways can you connect to an access point?

*\What does Hot Standby mean?
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